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Il. General Concepts

1. NAT(Network Address Trcmslation) Terminology
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Il. General Concepts

2. Relaying & Connection Reversal
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lll. UDP Hole Punching Sysuu®

Beyond the e-Gonm

1. The Rendezvous Server & Establishing Peer—to—Peer Sessions
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lll. UDP Hole Punching
2. Peers Behind a Common NAT

AN HR|, & S20|AETZI 22 NAT 2of e 4%
SEI0|UE A7} MH SE SAHAHE 0|8, BE UDP MM EZ F-dotCtn 7R tCt.
Server § Server § Server §
(18.181.0.31) (2) Forward B's (18.181.0.31) {2) Farward A's (18.181.0.31)
LIILL | mwm to A LIILL Endpuiuls o B LI
155,99.25,1 1:6205 1559425, 1 162000
1001134321 10014321

Sesgion A-§ Session B-§
18.181.0.31:1234 18.181.0.31:1234
A5.4949. 25, 11262000 155.99.25.11:62005

MNAT
(155.99.25.11)

Sesgion A-5 _-—-L-_- —Session B-§

18.180.0.31:1234 18.180.0.31:1234

18.181.0.31:1234 18.181.031:1234
10.0.0.1:4321 10,1.1,3:4321
(a) 155.99.25.11:62005 {3} 155.99.25.11:62000

10.0.0.1:4321 10.1.1,3:4321 (1) Request
vy Connection ( —, v
wp | | (b) 10.1.1.3:4321 {b) 10.0.0.1:4321
Ao @y
1 - )] I i
— - Session A-F =

Session A-§ Sesgion B-§
18.181.0.31:1234 18.181.0,31:1234
55.599.25, 1 160 155.99.25,11:62005

NAT
(155.99.25.11)

Session A-5" __—-L-_- —Seszsion B-§

NAT
(155.99.25.11)

Send to A at

{3) Send to B at

| I - .,_
)]
Client A Client B Client A Client B Client A e Client B
(10.0.0.1) (10.1.1.3) (10.0.0.1) (10.1.1.3) (10.0.0.1) S (10.1.1.3)
Before Hole Punching The Hole Punching Process After Hole Punching

Figure 4: UDP Hole Punching, Peers Behind a Common NAT
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3. Peers Behind Different NATs (most case)

A

NAT

\

15599 251 1:62000

T 18.181.0.31:1234
138, 76,29, 7:3 1K)

qu/sh””( )
T HRf, & S2I0|AUETI CHE NAT 2of s 4% S2H0|YHE A B7f ME CHE NAT= F{0f| private A 7HEICHD 7H.

Server § Server § Server §

(18.181.0.31) (2 Forward b's (18.181.0.31) (2) Forward A% (18.181.0.31)
LLIL EI‘I.dpqﬂI!I.IR lo A i Endpuhul.a o B LLLIE
: 138, 76,20 7- 31X ) 155,99.25.11:62000

Session A-§ Session B-§ 101.1.1.3:4321 101L0.0.1:4321 Session A-5 Session B-§
18 181.031:0 23— 18 181.0.31:1234 18.181.030:1234—
155,99 25 1162000 138, 76,292, 7:3 1000

Hession A-B "
— 155.99.25.11:62000 7 L §
138, 7629731000 ‘1\
NAT NAT NAT NAT NAT
(155.99.25.11) (138.76.29.7) (155.99.25.11) (138.76.29.7) (155.99.25.11) (138,76,29.7)
e ™ f s JF N 4 l
Session A-§ Session B-3 (3) Send to B at Send to A at Session A-5 | Session A-B Session A-B | Session B-§
18.181.0.50:1234 18 181.0.31:1234 (a) 1387620731000 (&) 155.09.25,11:62000 18.181.0.31:1234 138.76.20.7:31000 1559925 1062000 | 18.181.0.31:1234
LUMEILELE IO TS0 ) Reques| |2 10-1-L3:4321 ) 10.0.0.1:4321 10.0.0.1:4321 10.00,1:4321 10.1.1,3:4321 10.1.1.3:4321
SO 1) - )
O o B : . ihj.x xl':hfl - I ]
Client A Client B Client A Client B Client A Client B
{10.0.0.1) {10.1.1.3) (10.0.0.1) {10.1.1,3) (10.0.0.1) (10.1.1,3)
Before Hole Punching The Hole Punching Process After Hole Punching
Figure 5: UDP Hole Punching, Peers Behind Different NATs
1) Client A = Server S (Client BOj| A4 H) AZ) Client A > NAT(A) : B’s Public-’g-é'.' EH*)
2) Server S = Client A (BQ| Public, Private Z™MH &) (10.0.0.1:4321 = AQ| private =4, 138.76.29.7:31000 - BQ| public &)
Server S = Client B (AQ| Public, Private & .:.*"O*E e > 0| MME QI Ul MO & S E(155.99.25.11:62000 — AQ| public F
3) ClieRtA-—>-BOl Private T X0 UDP %&au_z% (A H) A, 188.76.29.7:31000 - B2| public F4) 2 ol &lCt
Client A > B2| Public Z80f UDP H|O|H 1 MEA| = Client B > NAT(B) : A’s Pubhc-’,_:f—’é‘.'(sl.tj*l)
@%&%%@H#%—L&%OMD%@FH&%%
Client B > AQ| Public ZX0j UDP H|O|EH 13 MEA|E

%)
(&) (10.1.1.3:4321 - BQ| private 4, 155.99.25.11:62000— A2| public F2)
> O] M2 QL A0 A& (138.76.29.7:31000 — B2 public F2,
Fa)

155.99.25.11:62000 - AQ| public

THE SYS4U PAPER2012 | 12



ERE Iy S

D
Beyoud the e-Coamerds

lll. UDP Hole Punching
4. Peers Behind Multiple Levels of NAT & UDP Idle Timeouts
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IV. TCP Hole Punching Y=
1. Sockets and TCP Port Reuse & Opening Peer—to—Peer TCP Streams
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Figure 7: Sockets versus Ports for TCP Hole Punching
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V. Properties of P2P-Friendly NATs & Conclusion

1. Consistent Endpoint Translation & Handling Unsolicited TCP Connections
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2. Conclusion
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